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BEANSE =S,

SRR SSYN TR

BIRIE: BREELIE—MZ 2SIV ERREGNS, I, EAMRS
HYBSL T, BIEREENEREMEBRRIEKX, X2,
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- [ORR: AT SRR, NBPUIES—TTP

LLAlice[aBob & 1K I0%E: B4 /9181

1. Alice@Z3Ro B Uk LA ESBobii 7B 505K,

2. BRI ECHOIBIT BB B E R ESERN— I 2IERH, X1 EiHEHAlce5
Bobf=Z)XE(E+H{EAMNIRATEH,

3. iRl OMNEFEEFE T AlicefY%=$BF1BobAY= R, '

4. EEAEFOH S FBAliceRIBobM I RIERIHTING, HHBIK%A
Alicel1Bob, Bob (k;) Alice (k,) P

“Alice wants key with Bob”

choose
E(ks,"A B"||ka5) random kg

E(kp,"A, B"||ka,p)

cipertext

(E,D) a CPA-secure cipher

kA,B I(A,B



BRI S NIPEEE

- I AT EINIESHEE, NHEPIERRRES—TJ TP
L/{AhcerEUBobZiﬁﬂﬂ‘?HﬂMtFjﬂW

5. AliceXI>kB=3R-EcH OIS 1EESE (EFBAlcefYEIHIIE) HITHE, 18
FTREA,

Alicel A= %f%ﬂjﬁillﬁuﬂlﬂm, FEmM G A1X25Bob,

BobXIkB& BB OIS Mfﬁ (E{FFHBobRIZIRINE:) #HiTiE=, 155!
S1EEH,

BobFBESiEZAX KB AlicefIESOH I THREES

Alicef1BobMiifr =152 %8,

SO

© o

Bob (ky) Alice (k,) TTP
“Alice wants key with Bob”

choose
E(kys,"A,B"[|kap) random kg

E(kp,"A B"[|ka,p)

cipertext

kag kK5 (E,D) a CPA-secure cipher
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o [Of: AT SCIIIESHES, NTBFPOmEsE——TTP
L Alice[a]Bob & 1XNNZRME{AE /9151

> AJReF R . B3
TITEBEIRENE (ko, “A, B”||ka p)FE (kg, “A, B ||kap), 1BRTIEIRE K, 5

> FJBEFERIINE2: BN
WEEICRAlice IXLEBobANER, RELEAHE, BAJLIBXRIXZ5Bob
B 1ZEERRTRZ1EK, NBob=IRLUSAlice T 756 MaK

> AJBEFERIIES : sTEHo RO S, EREFE RPN RE

> BIREFERIIE4: BEEASRUENN, ERDETONREERIEM, NRE
AR OTBEIAESE, £ FRIIIEEEME R,
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Puzzles

S s Sk = | TR AR
O N SEINE ST, NTARP MOt
81T PuzzlesSLIl . FHBES E—ESS IR KAERID)A
Alice: prepare 232 puzzles
» Fori=1,...,23% choose random P; € {0,1}3%? and x, k; € {0, 1}128
set puzzle, «— E(0° || P;,“Puzzle # x;” || k;)

* Send puzzle,, ..., puzzle,32 to Bob

Bob: choose a random puzzle; and solve it. Obtain (x;, k;). O(n)
* Send X; to Alice, save kj

Alice: lookup puzzle with number x; . Use k; as shared secret
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%tmﬂm*a EENE—ES IR o] R

Jfl . N7 SEEIINE SRR, NTRBPUeRIREes

Puzzles

): E(k,m) 2XIFRINZE, Hk € {0,1}128

Hir: B =234 r] gER S LERRYP

puzzle(P) = E(P,“message”) where P = 096 | b,... by,

Alice: prepare 232 puzzles O(n)

* Fori =1,...,23% choose random P; € {0,1}3% and x,;, k; € {0, 1}128
set puzzle, «— E(0° || P;,“Puzzle # x;” || k;)

* Send puzzle,, ..., puzzle,32 to Bob

Bob: choose a random puzzle; and solve it. Obtain (x; k;). O(n)

* Send X; to Alice, save kj

Alice: lookup puzzle with number x; . Use k; as shared secret

P‘)ﬁa?ﬁﬁm @l SChR X
= FrEe e, BERIRL
EUME%PuzzIeE’\J’E_J%

Eavesdropper: Solve all puzzles. O(n?) (e.g. 2%* times) |:> N2y SHIENA
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o O]l AT LTINS,
Diffie-Hellmant/¥Y

N/ P A0a) 3225 ——DH{iMY

Diffie-Hellman Set-up

1. Choose a large prime p.

2. Choose an integer g € {1,2, ...,p — 1}.
3. Publish p and g.

Diffie-Hellman Key Exchange

Alice
choose a = kyr 4 € {1,2,...,p — 1}

compute A = kpyp 4 = g¢ mod p I -
pub,A —

Bob
choose b = kyrp € {1,2,...,p — 1}
compute B = ky,,pp = g? mod p

kpub,B =B

<
<

»

= Kpubp mod p

Kag

= Kpub.a mod p

Kag
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- [ORR: ATSLIIIRSH#EE, NDBPUE3sieEs— DHMY
Diffie-HellmantimX
Diffie-Hellman Set-up
l.p =13.

2.9 =17.
3. Publish p and g.

Diffie-Hellman Key Exchange

Alice Bob
choose a = 2 choose b = 3
compute 10 = 72 mod 13 compute 5 = 73 mod 13
kpub,A = 10=
kpub,B =5

<
<

kig = 52 mod 13 = 12 ki g = 103 mod 13 = 12
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- B ATSEINNESES, NPHPIERREE—DHMY
Diffie-Hellmant/MX EIGAYE5 T I
» Eavesdropper sees: p, g, A = g* mod p, and B = g? mod p . Can she compute g*’mod p ?

* More generally: define DH,, (a% aP) = g% mod p. How hard is the DH function mod p?
SEEUEmA . TS Eexp (0 (W/n))

FRIgBREUETE K
cipher key size  modulus size  Elliptic Curve size
80 bits 1024 bits 160 bits
128 bits 3072 bits 256 bits

256 bits (AES) 15360 bits 512 bits
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- IR ATEZINNZSHERE, NP FHAPUo3c iRz iE8——DHMY
Diffie-HellmanfX @EIGEIFE] AT

Alice MiTM Bob
A=g° A'=g®
g . g .
BI — b’ B = gb
< Y b’ <

Alice Bob Charlie David
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"~ E - ~—— D
key pair
PKBob ________________________________________________________________________ SKBob
¢ = E(PKgyp, m) PK:public key

SK:secret key

EM: —MPINERFREEN=7t4A (G, E, D)

GO: BBVEE, WL —XIZ5H(pk, sk) —ERENE A
E(pk,m): BEILEIX, WiAme Mt ceC IS
D(sk,c): HIX\c € CiEiEm € Mor L — fRZ5ES;

— XM (R ARG OE R ESE N BE=m € M: D(sk, E(pk,m)) =m, B} (FHENAINZENAG

FRFASRARE BT LBRIS®RAIAUBESL,



NTLNNIES#EE, NTBRPI O EE—DAR
m E C C ) D o/ -
key pair
IPKAILCQ ..................................................................... SKA[LCQI
¢ = E(PKyjice, M) PK:public key

SK:secret key
AliceZEpUBBHIHINTH. FATH, FPRRTHAIXZEBob

2. BobfAliceFIRNIBXTEEMINEE RN E N cFF AIXES Alice
AliceFBFAIAXIcEZERIEEm, BAtmoILUERNS BEnBE4HI%58

iH

i

SDHIMXRIAE : WHEAE5EEHEE, RIWE|Alice xIZHI A tHE, BobZ BEFIRINE &S E
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- @@ A TSEIIE SRS, NIRBP I EREZ i —AARBINE RS

Example: Hybrid protocol with AES as the symmetric cipher

Alice Bob
(KpubB» KprB) =K

_ Key Exchange
(asymmetric)

¢ Kpubs
Choose random
symmetric key K
Y1 = €k (K) - >
i | N
Y2

y2 = AESK(x)

v

Data Encryption
"~ (symmetric)




Any Questions?
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In a “public-key cryptosystem” each user places in
a public file an encryption procedure E. That is, the
public file is a directory giving the encryption proce-
dure of each user. The user keeps secret the details of
his corresponding decryption procedure D. These pro-
cedures have the following four properties:

(a) Deciphering the enciphered form of a message M
yields M. Formally,

D(EM)) = M. 1)

(b) Both E and D are easy to compute.

(c) By publicly revealing E the user does not reveal an
easy way to compute D. This means that in practice
only he can decrypt messages encrypted with E, or

compute D efficiently.
(d) If a message M is first deciphered and then enci-

phered, M is the result. Formally,

E(D(M)) = M. (2)

- Rivest, Shamir and Adleman

Programming S.L. Graham, R.L. Rivest*
Techniques Editors

A Method for Obtaining
Digital Signatures and Public-
Key Cryptosystems

R. L. Rivest, A. Shamir, and L. Adleman
MIT Laboratory for Computer Science
and Department of Mathematics

Rivest, R. L., Shamir, A., &
Adleman, L. (1978). A method
for obtaining digital signatures
and public-key

cryptosystems. Communication
s of the ACM, 21(2), 120-126.




D) RSA5ECC

+ RSA: ZE5E4ER
SEET—MERHCHNR . SER MR, REZRCIEE, AMmsa
HEIAEERR, BEEIXH I FZHANESTAIRE,. N =pxq?
Algorithm: RSA Key Generation

2338 kpub = (n,e) and FATBkpr = d

1. 1B KR p, q

2.1T8En =p*q

3.1fTEd(n) = (p—1) * (q—1)

4. N e € {1,2,...,0(n) — 1} HBE ged(e, P(n)) = 1
5

6

ITEFNBIdIHEd *x e = 1 mod ®(n)
. RETURN kpub = (n,e),kpr = d




RSAS5ECC

« RSA: Z$R4pY

NIIKEMEEHRKE, 323350 sl
1 : 5110010100001, —B51267, FFLLX
1. EEERZL61F053 MESPHE12(, SRR, RSAZSH
3. ITE d(n) = 60 52 = 3120
4. 1T=F531205HHEH/NTF31208908114%e = 17
5. 11E17xF 312089 < tc=d = 2753
6. iEFLE (3233,17), FATHRNZ(3233, 2753)



RSAEECC
- RSA: JNZEMEEIIFE

XIFEAS x, FARIBM, e)XIxIIZRNIRE, R R IRpETF
(ZRrEERVEEVE ASCIIEEEZE unicode B) , AEEBEIEIE
ITH8Edy, EFyeEX;

o — ekpub(x) = x® modn
XIFE , BFATB(n, XTIy TRRZRNTREAIINEZR L, BEiFE
ITERIER

X = dy,, (y) = y% mod n



RSA5ECC

. RSA ZEAAERY,

25>]: Alice 22E[0) Bob &‘UJDLJ:.,UO BobEir&E28 1-5 7Y RSA
2, Alg, e Alice KIEECHATTEHR, Alice JIEEIRITINE (x =
4) FHEE N y &KiX% Bob, H&=EBob{FHECHIFAAN RS y

ALICE BOB
Choosep =3 and g = 11

Message x =4
Compute n = p *q = 33
dn)=B-1)*x(11-1) =20
Choosee = 3

d = e 1=7mod20

N

Kpub = (33,3)

y =x° =43 = 31 mod 33
y=31
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. RSA EHA R

7>]. Alice 1820 Bob ZiL?JEIJ.:.UO BobiEiE=#2Ep=3.9=11, A
2, 1bE Alice KEECHIATFZA, Alice SHEEFHITINE (x = key) FHiE

~
Y
-
e

BNy Rikts Bob, & Bob@ﬁﬁg CHIFANERRE v,

yﬁtaﬁﬁﬁﬁzmkey, #H=F1¢: 11, 05, 25
FB(33.3)II=EE

c; = 113mod 33 = 11

¢, = 053mod 33 = 26

¢, = 25°mod 33 = 16
TR kzp

(33 7)%451_14 = u

m; = 117mod 33 = 11

m, = 263mod 33 = 05

ms = 163mod 33 = 25

=




RSAS5ECC
* RSA: LE[HIERH

RSASFERFZKAIZEL: p,q,n, ¢(n), e, d
PITEREIEAENIIRBERNH(n,e), EfhreEdXErrE AN

1. IRIBEIIUERE, x = y?* mod n, BERRETERNY, WIRENEFATE
d,

2. dReXFomBIEFETT, WREEFNEG(n), MeTLifH—21tEHd;

3 p(m)=@—-1(q—-1), HPpfetOEE, RBE1EEpFqrvEZ LT
o),

4. n=pq, TR, EUWREEE D, NpFflgmiectiTt &K,

A% RSA BIYE = ETFXInAIEE 5o



RSAS5ECC
e RSA: Weakness

1. RSANIEEHHEIER, BINTISEEHR, FERN SRS ENTER S,

2B x = 0, x = 18 x = -1 EEXNFAZHE,

3. /NHIBEHLELe F/NHYBBY x RIRER 2T,

4. RSA BBSERE. WLE v LORE SRR »—ME S, MSEBRY
HIEXIEEIR, XMPZUAS BRI ET,

_______________________________________________________________________________

SEREIE(Malleability), =IFGEARFBEMHIENXc, BAILUSEIRABEm,
B e, HEFEmiim, BEEEMERXEL, MMSENEEE K. |
N WEEMRENERRAW, e)IIEHIE X e = me(mod N), MBEEX

c; = 2°c(mod N), BRZ2m(mod N), EHcf = (2°m®)? = 2¢4me? =
2m(mod N)

I
I
L
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. RSA Weakness

1. RSA INZ BHEMN, BITFERSE, SN RN EIFER 3,

2.B83fEx = 0. x = 18 x = -1 AEBENFIAZHE,

3. /NHIBENELe A/ N\HIBEX x AIge== RN,

4. RSA EHBERY, WEE USRS —ME, MNMSEHEEX
BRI, XM AR R,

5. 82X, WK,

:E;*t RSA {REaitEEkEEE T & BEHLrNE, 1T 2
ﬂ;ea 70 SEARTENL L, WITHT RS A2 A8, RAY
7_ SR i 7—% RSA 1iz8R9878]8] LUAZE] 100 ps, BS54
SUZMSHNRERL, (EF8 RSA W ABBUBHTINEFILE A
%Eéfﬁlm Fith, RSA FIEMABE AT KSR,

o

j -
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A0

- ECCTBﬁ
-
RSA SRR A E=FERESIET 1000 VAIELSIANFERFIHITIEREE,

ITEEAK,
Il
HEE/NFERA/N, LIEHESHZ2E .
IR TS 2
MR e INE A ER AR (AR RELMARIT/ND 160-256 {HY
MELZE, AmMAXNED TITEE,

L INEEL % (Elliptic curve cryptography)
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A0

. ECCffIZﬁ = Nn=&%(Elliptic curve cryptography)
MR BRI EN=x5y? =23 +ax +b

Definition 9.1.1 Elliptic Curve
The elliptic curve over Z,, p > 3, is the set of all pairs (x,y) € Z,
which fulfill

vV=x+a-x+bmod p (9.1)

together with an imaginary point of infinity &, where
a,b € Zy

and the condition 4 -a*> +27-b* # 0 mod p.
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. ECCffIZﬁ Rz N1= &% (Elliptic curve cryptography)
7fﬁlEHﬂf)% y2=x34+ax+b, A=-16(4a®+ 27b) * 0

'J =zt —z+1

I ¢
\ _z

2

—9

/k

=3 +r+1 W=zl +z-1




RSASECC

AN

- ECCHHEREIFZNNZE;£(Elliptic curve cryptography)

> 20EP+Q
. B P QE—RELZ, SHEMESEENE=1~,
2. b x HRBRIXE=IR,
> [@RI0iAP+P
1. BEEST PRI, BEZESTHERZINE 1R,
2. A x HIRERE NS,
> 7T
=P = (xp, y)HIETTRER P = (x5, —yp), BIA x HIRSTHIS.

o a1 1
¥ Z2F
1.5t I
P P+o P | 4 /
| P_1. : |
| — | ! i | |
I I [ . ,
: x = I X LR jc'u.s T 1’.5I L
o\ ! | N !
| N | |
_p | I
2P
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. ECCTB’E 128 L (Elliptic curve cryptography)

> BRE: BHIEpHIESICIFE,, pafREl
> R INAEFSREEBEAE, BIEBIRE, P 2HIIIAISRAVZERATEX
PERES,; HERIREIIESE,
> L\XFZJBWUZ
J0: (18 + 9)mod 23 = 4
Ja ;. (7 —14)mod 23 = 16
He: 4+ 7mod23 =5
ILEETT: —5mod 23 = 18 WilE: (5 + (=5))mod 23 = (5 + 18) mod 23 = 0
I, 5075 97 mod 23 = 18 55UE: (9 * 9 mod 23 = (9 * 18) mod 23 =1

> BPREE, ERIMHEIRZ: ,'f—:_'\%{(x, y) € (Fp)z‘yz = x> + ax + b(mod p)} u{o}, E
H4a3 + 27b # 0(mod p)

A0
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. ECCTIZ’EE SANEAN (Elllptlc curve cryptography)
18 96
16 -
14
12 64
10
i 48
6 32
4
, 16
0 0 I
0 2 4 6 8 10 12 14 16 18 O 16 32 48 64 80 96
126 gz 486
108 405
- 324
72
243
54
36 162
18 i | y?2=x3—7x+ 10(mod p),

oL 0 o —
0 18 36 54 72 90 108 126 0 8l 162 243 324 405 486 p — {19)97)127)487}
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- ECCHHEREIFZNNZE;£(Elliptic curve cryptography)

Rl 2 S B 24 Bk
‘aEMEIM%E RSP, Q € E , SHOXAFRI— 1 8%a, #15Q =aP,

ECCEL LR, a2FA5H, 0(x,v)2NIE

Double-and-Add Algorithm for Point Multiplication

Input: elliptic curve E together with an elliptic curve point P a scalar
d = Y _,d;2"with d; € 0,1 andd, = 1

Output: T = dP

Initialization: T = P

Algorithm:

1 FORi = t —1DOWNTO 0

1.1 T =T +TmodnlFd; =1
1.2 T =T +Pmodn

2 RETURN (T)




RSAS5ECC
- ECCHERIpZINZE % (Elliptic curve cryptography)
1. BWE—5MHEZE,(a, b)), FEBEREZ E—=, FAERP,
2. TR NAREURNEAFAE, FFEMARIBQ = kP,
3. HE,(a,b)F1=0Q, P&,
4. BFPERIERRE  BHAEWHIBBSRISEIE, (a, b)) LR —RM, H~E—1

SLO

SEMEEE L,

WNINE (BXCR—1RXY) @ C={rP,M+rQ}
FASBRRE: M +1Q —k(rP) =M + r(kP) — k(rP) = M
XTI M A TSI A LUSEIBB S,

BRIREINZIES, B—NWEEH, HEEEAEHERY
%Ey(a,b). NIBQ. ERPINIENRC, HFEFRZAIZFAS
KFOIRBH 1, BN, ERKABEgEBEIENR. &
SR EERRIEEREMERY, ALRIEEGEE IR ZE,




RSA5ECC
=8 A(Elliptic curve cryptography)

IR ImiB o T\

I BEEmEECEEE (AMEMASCIZ, BAILUBHELLOREL
J97269767679)

2. EEUNEZHSU—MEMEL LS, BT AR

TG, ESIEIF BRIy, EEHE

By (BIEEFFR) .

. ECCTIZﬁ =




RSA5ECC

=
®.
Q
T
A0

=8 A(Elliptic curve cryptography)
. EESE SDHINGER

Alice Bob

Choose kp,y=a € {2,3,.., #E — 1} Choose kp,.pg = b € {2,3,...,#E — 1}

Compute k_PubA= A = aP = (xq,Yq) Compute kpypg = B = bP = (xp,¥p)
< 8 :

Compute aB =Typ Compute bA = Typ

» Joint secret between Alice and Bob: Tyg = (X45, Vag)-

* Since point addition is associative, the correctness of the protocol is
easy to prove.
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Protocol
(ECDSA)

. ECCffIZﬁ Rz N1= &% (Elliptic curve cryptography)

> NEZEH

1. EREHTERzE, BIERHL GF(p) BUizE,
2. E &, WA T oHIzE, Bl=ilEfanZE,
3. F=E 2k %, FHLE—ENDHIEE,

4. TESCEISCRRIMNY, 40 ECDH g ECDSA,

Point
Multiplication
(k*P)

Group Operation
P+Q, 2-P

> BXAGSCI
5TKHUMUCHLHMH@%MLKE*% BRI AEEN 2 21

DIREResHIMALIERE (ANEREREFIL) EEFEERAAIE (>10 £7D)

> fE{4SCIN
@@2%m%%%@m%E%;aﬂﬁﬂéﬁmEM@@tTRE%@Wﬁ%—¢§
e

'WﬂﬁﬂmcmgﬁuHEiTufn+w$Wﬁ S — P eIk AIEE




RSAS5ECC
« ECCHH

Rz N1= &% (Elliptic curve cryptography)
RSA ECC

— BRI N BRI 5%, 5 RSA 1B E—MEFH BN 5%,
BT RE#H S AR, BT R F R
RSA IZ{TIRELL ECC IR, X8mTFE ECC FEEZANE, BAEARLRE
HYE R, =

! e Z A ECC Lt RSA E% %, HEIEATIERN

n NiEsHE B \\9 = 7% N / —= 35

ROA BREIGERR, FRZEE yg mteraiisk, CHEmS
2° FELEESIIPN

H i L me ot = ROAFEEL, ECC FrERIZEIKEE
RSA ?ﬁ%@ﬁﬂ'ﬂﬁ‘fﬁﬁ&;ﬁ%fmmﬁo %;ELT%go o 7T



Any Questions?
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HFELZ5MAC

’W*
Hir: SEASUAFENEEHISEE
@ﬁ:yg$mu%@ﬁEW&ﬂ@ @Y%¢

"Bob agrees to pay Alice 1S - "Bob agrees to pay Alice 100$___

= =

P SE S %%Y%W%@%H

Signer

e, e Verifier
¢_| [m]

Bob agrees to pay Alice 1§

‘accept’
L — \CelilGa—— or

i i : ‘reject’
l signature I

«%=——'$$;-’ ===[}

secret signing public verification
. key (sk) key (pk)

E/LE/E S5



clients

software update | S1g untrusted

hosting
secret signing site

key (sk) - &
d‘llﬂg Y Siehing verity sig,

algorithm install if valid




HFETBRITMAC

L2
@i :
o >
%) 5
N9

2

b= A

* ZAF3I7
HEIN
Basic Digital Signature Protocol
Alice Bob
I genrate Ko g, Kpyp g
pub,B . .
« publish public key

sign message
S = si X

as gkpr,B( )

A

send message + signature

verify signature:
Vel & (x,s) = true/false




HFETBRITMAC

,kﬁz — /—/—
FTRSARIEZ AN

RSA Keys
Bob’s private key: ky, = (d)
Bob’s public key: kyyp, = (n, €)

Basic RSA Digital Signature Protocol
Alice Bob

(n, e) kpr —d, kpub =(n,e)

A

compute signature:
ek — 0
s = SLgkpr(x) = x%modn

(x,5)

A

verify: Velk,, (x,5)
x' =s®modn
, T=xmodn =>valid signature
#xmodn =>invalid signature




5['_\_'/_‘_

FEBEMAC

\/&l_\_l/—l—

HTFRSARNE A TN

Alice
verify:
x' =5 =7
x' = x mod 33

(n,e) =(7,3)

A

(x,s) =(4,7)

A

=> valid signature

Bob
1.choosep =3 and q = 11
2.n ="
3.¢(n) =7
4.choosee =3
5.d =e~1 =? mod 20

compute signature for message:
x =4
s=7



HFELZ5MAC

\/&l_\_l/—l—

HTFRSARNE A TN

Alice Bob
1.choosep =3 and q = 11
2.n=p-q =33
3.6(n) =(3—-1)(11—-1) =20
4.choose e = 3
5.d=e ! =7mod?20

(n,e) = (33,3)

A

compute signature for message:
x =4
(x,5) = (4,16) s =x%=47 =16 mod 33

A

verify:
x' =s® =163 = 4mod 33
x' =xmod 33  =>valid signature
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RIS Existential Forgery

Alice Oscar Bob
kpr =d
() (n,e) kpup = (1, €)
1.choose signature:
S €7,
2.compute message:
(x,5) x =s®modn

verification:

s¢ =x'modn
since x' = x

=> valid signature!

WEEBAFSE, AEITEEE. FATNERAR, Tﬂ?%/%hr&ﬁﬂm
) ANEN., a0, OscarFoE4ERY "[E0scarlik~4EMK 1000 =5t " 7f$E’]1T:.'uo
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Z2EMRIZEE FRIR =P, Q € E , SHIXFR—1EHa, (£15Q =aP,

E2EOOE Bl
RRAIRRZEL: o(n)2/NToEF j_LnEﬁE EE P SnB[FRAVEIRIZLE.
B n=70(7) =6;n=10,0(10) =

RAPLEIR: En, aHIEEE, BHn,aBR, Wa?®™ = 1(mod n).
EERIRFE: alen)RBERUNEGEIBIFREET1

1 :
a=23n=7:3°7 =36 =729 729 =7 = 104 -+« --- 1
a=6n=10:6910 = g% = 1296, 1296 ~ 7 = 185 - -+ 1
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e EMEIHSE ERM T RP,Q € E , SHXFHI—18%a, (£15Q =aP,

BRI o)
IYSVIESES@ w(n)E/J\jtiz% ST nHYIE R P SnHERAVERIZE.
RPIEIR: BEn, a NIEEE, Hn aBFE, Wa?™ = 1(mod n).

an, a NIEEL, Hn aBR, ©a® = 1(mod n), WRAS(n, o) TN EFIZTUELIL
1Ega—/J\E’JIE 2d, AR E(n, a) = (), WFRa9EnIRIR,
Fa=3n=70(7) =6,3°=1mod 7, BJLAITEH3", 32, 33,34, 3% mod 78~
A1, 6(7,3) = @(7), Bla = 32n = 7THIEIR,
Za=2n=7,0(7)=6,22=1mod 7, 8=7R2° = 1mod 7 tBpi 3z, 1B5(7,2) =
3+ @(7) =6, Bla=242n=7HER,
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MR 2RI B BT 22 B
(aEMEIZE LRI RP, Q € E , SHIXIHFR—184la, #15Q = aP,

AR R :
KRAIEREL: o (n) 2/ N\ TaiE& ST nlIERE h SnERHIEHIEE.
RRFUEIE: BEn aNIEEEE, BnaBRE, Wa®™ = 1(mod n)-.

=n, a HIEEE, BnaBR, ©a® = 1(mod n), WNRAS(n, a)ZRNMFILIUIZ
B/ NEYIEEEEd, WATRISRS(n, a) = o(n), WFRaNENHIFIR,

Qﬂiﬂjﬂz—ﬁ\%&%ﬁbmfﬁéﬁp F9— P ERa, BAILIFREI—PME—RYIEEU, (F15:
b =a'(modp),0 <i<p-—1603Z, ABAEEUFRIbAILLa AEEAVRpAIE BT

8

SEAM— M AR EH— 1 RIRe, MRGE—1b, BUHBINVERIESERE,




HFETBRITMAC

*5(”‘“” =T BeIEEEIe

Key Generation for Elgamal Digital Signature

1. Choose a large prime p.

2. Choose a primitive element o of Zp or a subgroup of Zp.
3. Choose a random integer d € {2,3,...,p — 2}.

4. Compute B = o mod p.

The public key is now formed by k., = (p, @, B), and the private key by k, = d.

Elgamal Signature Generation
1. Choose a random ephemeral key kg € {0,1,2, ..., p — 2} such that gcd(kg,p — 1)
2. Compute the signature parameters:

r = ofE mod p,

s=(x—d-nNkgtmodp—1.

1.

Elgamal Signature Verification
1. Compute the value
t=pB" -r*modp
2. The verification follows from:
{E a”* mod p = valid signature
# a* mod p = invalid signature
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Alice Bob
1.choose p = 29
2.choose a = 2
3.choosed = 12
4.8 = a% = 7mod 29

|

(P, B) = (29.27)

compute signature for message:

x = 26:
choose kz = 5, note that
gcd(5,28) =1

r = ofe = 25 = 3 mod 29
s=(x—dnkz!=(-10)-17 =
26 mod 28

(x,(r,s)) = (26,(3,26))

verify:
t=p"-rS=73-3%0=22mod 29
o = 226 = 22 mod 29

t =a*mod 29  =>valid signature
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Existential Forgery Attack Against Elgamal Digital Signature
Alice Oscar Bob
kp, =d
pub =S (p,O( B)
_®.%p) BB

1.select integers 1,
where gcd(j,p—1) =1
2.compute signature:
r = a'p/ mod p
o) s=—-1rjtmodp—-1
N 3.compute message:
x=simodp—1
verification:
t =B"r*modp
since t = a* mod p:
=> valid signature!
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2% (ECDSA)

A0

Key Generation for ECDSA

1. Use an elliptic curve £ with

* modulus p

* coefficients a and b

* apoint A which generates a cyclic group of prime order ¢

2. Choose a random integer d with 0 < d < gq.
3. Compute B = dA.

The keys are now:

kpub = (p,a,b,q,A,B)

kpr = (d)
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ECDSA Signature Generation

1. Choose an integer as random ephemeral key kg with 0 < kp < g.
2. Compute R = kzA.

3.Letr = xp.

4. Compute s = (h(x) + d - r)kz' mod gq.

ECDSA Signature Verification

1. Compute auxiliary value w = s~ mod ¢

2. Compute auxiliary value u; = w - h(x) mod q
3. Compute auxiliary value u, = w - r mod q

4. Compute P = uA + u,B

5. The verification Ve . (x, (r, S)) follows from:

{ = r mod q = valid signature
P~ % r mod q = invalid signature
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(v, o, B) = (29,2,7)

<
<

(x,(r,s)) = (26,(3,26))

verify:

1.w=17"1=9mod 19

2.u;1 =926 = 6mod 19

3.u;, =9-7 =6mod 19
4.P=6-(51)+6-(0,6) =(7,11)
5.xp = r mod 19 =>valid signature

2% (ECDSA)

Bob
choose E withp = 17,a = 2,
b=2,and A = (5,1) withq = 19
choosed =7
compute B = dA

=7-(51) =(0,6)
sign:
compute hash of message:
h(x) = 26

choose ephemeral key kr = 10
R=10-(51)=(7,11)

r=xp =7
s=26+7-7)-2=17mod 19

The elliptic curve E: y? = x3 + 2x + 2 mod 17
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Alice Bob

MAC k

m

A

verification:

? .,
m=m

'—5"&*\#_\2% *M MACTEHERFMIIN ¥ — P IsiERc
ITERIL: m = MAC,(x)
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> INERSaF: MAC REEEEEMIIEZERRIERC,

> YR MAC EFEXNFRESE, &2 HMWiIEsUREZ—1 %48,

> (FEEEAN: MAC ESEFEEKENER.

> BElEimERE: MAC £aEIEA)IIREIERRIC,

> EEREMNE: MAC IRIEEREM: EEHTETNEERHIENES

R E AT,
> FEINE:. BUASHREEEIOXRER.
> TABIEEE: BT MAC EFXIFRER, EIL AR oI EEt1E,
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MMCENER: WMAERINER, BLMIiaimc
et EA: WIAEH. BEARC, BWHisEERISER

SRR =27k
S ARA= e

oA IHashEr £
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MAC & ’E;"Z"'\ﬁ% = CBC#2z{(Cipher Block Chaining):
XLESEACBCRIUATIIE, BENMARE— | B8R sASs— 8 HH
HREJDANIERS (FBETRERIURIERIT TESR) | 3HTXOREE, AREEIRITINE,

Ml M?. Mn.
' ! |
@ :,—b @ <+ Kl =<>x(m
Y

Y l /'; l

CIPHy |/ | CIPHg | / | CIPH

J
' I-“ i prere o
Lo TR A X
/ X 7E
{
— ——

#hTFEXHEREEERN, Bt
MSB MR AHCBC ( WXAHARE ) Mt
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XEEMEACBCRIVHEITINE, B NAIRE—
SUEJDAULRS (HETHREIRIEHET 7 [x48)

CBCH=T{(Cipher Block Chaining):
BRI DESEI— 1 EN DA
HITXORIZE, AIGBHITINE,

X1 Xy
, AT >
\ 4 v

k = AESIIE

Kk = AESIIE

CBCH X

Y
il I 97
A




HFEBZSMAC

. MAC— SZHERRY,

X938 S ACBCIRIUHITINE
RIESIAUERS (¢E%3:FH#IT7E1’EEE

One is always on a strange road, watching strange k —>] Aesin k —»] Aeshue k —] aesm:
scenery and listening to strange music. Then one day,
you will find that the things you try hard to forget are ,

{1 :

already gone.

416€6520697320616c77617973206f6e
206120737472616e676520726f61642c
207761746368696e6720737472616e67
65207363656e€65727920616e64206c69
7374656€696€6720746f20737472616e
6765206d757369632e205468656e206f
6e65206461792c20796f752077696c6¢
2066696e642074686174207468652074
68696e677320796f7520747279206861
1 O 726420746f2066617267657420617265
11.20616c726561647920676f6e652¢0000

LOoNOUTAWN=

B HIRE— | I

T IE48)

H, H, H,

$£—2Hx1: 4f6e6520697320616c77617973206f6e
AESHIZHT: 3B57D91FC3273F759A360090D6B5DA93

F"4Hx2: 206120737472616e676520726f61642¢

FIH158L: 1b36f96cb7555e1bfd5320e2b9d4bebf
AESHIzH2: 087948ED374AFEABF586DF1582658700

LAULESSHE, 1SEIERZAIHL
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AR ERHFEATIMACY
® IR—p/XTH, —hWiE: £/ MAC
B RS 8 RERTEZZEH
EWH A LUENEIEFENSE, AEBBIURG®EEE =1
® NR—HER, Z2HWIE: FE%
K N ARG IS8 55 = H 2RI Be(EU R IR0EEE (R e HRaiE)
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® Hash: FEFUIERIGHRE—RIZHAHZE
® HFwr: HNEY/REIERHIMH
N ERS ENEZ S E—et T8
AR N ZASERI D & Mk T
® MAC: HNEYRATNEFITEMAIIRME MAC
WREIEKEIMNE (LERETZEFHI MAC 248)

/.

Hash MAC Digital signature
Integrity Yes Yes Yes
Authentication No Yes Yes
Non-repudiation No No Yes

Kind of keys None Symmetric Asymmetric



Any Questions?
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e CBC
s -==a
SR SKEX CFB
OFB EmRe IR (PC-1)
AR (1P)
CTR EERE— A ENE BRI
DES: S6{U#iHcHUS RN —H Freistelisty | BEfmSE () HEEEER2 (PC-2)
164EFeistel FHE—3d E1T
EE IEERPE (1)
e (IP-1)
SR
XAHRINE FEAAE RN F—Feistel
REHERN—EET RS
FHflsE
T
AES: 128/192/256{E43126{U 4 4HBA L —ELFSPNEEID O4ESPNESHS
B AT o PIRSR
- Briidriivy
ARk Fpigsa
I35k RSA—ELF RIS RS
SE105ESPNESH (B AtATRESIER) f7luis
ECC— T HE AR R R e R
REESSR
HrEH: EEBLEWIIE
EHHATA

MAC: BIIDSAERIC
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WX R G AN THER T SERTEUERY BN 2RV ER, IEXIFRINE R,
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Stanford
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HfriB18 Cryptography |
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https://www.coursera.org/learn/crypto



